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Creating Alerts based upon User
Actions or Accessed Applications

System and software downtime frequently mean lost revenues, lowered employee
productivity and reduced customer satisfactidaspite the fact thatoenpanies are
investing in higkavailability systems and performance monitorswutions for data
centersmanyare failing to follow best practice procedures to avaithan errors.

While some very limited capabilities exist within the butWindows Auditing
mechanism, they are limited to a very basic set of actions, such as shutting down a
system or deleting a file. Even if configured properly, these resulting events are
cryptic and hard to understand, quickly filling the Windows Event Viewer and giving
only a limted understanding of what the user has done during that period.

Imagine being able to receive alerts whenever a user performs an action such as

deleting a filg opening a specific network share, using the Registry Editor to change a

key or value, openingn RDP connection to a specific server, using Internet Explorer

to navigate to a specific page in the compa
Microsoft Word to read through a document. Existing Windows Auditing cannot even

begin to deliverimagine beig able to distinguish between various users, all logging

on as AAdministratoro to your servers, and
logging on.

Furthermore, imagine being ablewisually replay the entire user session whenever
such an alert is recedd, thus visually seeing what the user did, where else they
performed the same action, and what the context of their action was.

Enter ObservelT.

ObservelT for Servers is a client/server software application that monitors, audits and
records all activitis performed by people on an enterprises servers. The indexed,
searchable, visual database allows those activities to be replayed to see exactly what is
happening on the monitored servers.

When using ObservelT, all user sessions are captured and recorgeteWr a user
logs on to the server, either locally or by using RDP/VNC/Damware/NetOp or other
means, a user session is created, and any application opened by the user in that
session is fully recorded. ObservelT captures the screen seen by the ubgr, and
combining multiple screenshots into one stream, a video is created.

In addition to capturing the screen image for each user action, ObservelT for Servers
extracts information about the state of the operating system and the application being
used, whiclallows ObservelT for Servers to precisely identify what the user is doing

in any given moment. This metadata is analyzed and encoded in a standardized format
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that is stored in the Database Server. Because this information is stored along with the
metadatadescribing what is seen on the screen, you can perform very powerful

searches across your entire enterprise.
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Read moe about ObservelT in the following linkttp://www.observeksys.com

Such a tool iMicrosoft System Centédperation ManaggiSCOM)2007- a unified

IT managementool scaled to the needs of mid to enterpesedbusinesses.
Microsoft System Center Operations manager 2007 corgamsgreat toolghat

allow youto morntor conditions that can occunanonitoredservers or workstations.
By using SCOM 2007 to parse the textual log files created by Observeldarwe
easily create &nit Monitor that will querytheselog file for specificstring oftext,
andwill setthe health state based on the maByhcarefully selecting the correct
string, the monitor can be triggered by a-gafined textual string, whichilvset the
health state of the monitored server to either warning or critical state. We can then
further extend these capabilities by generatingdl, SMS or Instant Messenger
alerts, i mmediately notifying us about a sg

In this guide, we will demonstrate the process of creating a new monitor in SCOM

2007, and use the log files generated by ObservelT to identify actions performed by
users, or applications that were used on any server monitored by ObservelT.

Creating a new nonitor

Please follow these stepsn or der to create a Unit Monitol
monitoring log files:

On a server that is installed with System Center Operation Managesnlwith an
account that is a member of either Operations Manager Adnaittiss or Operations
Manager Authors.

Open the Operations Console from the Start > PrograBystem Center Operations
Manager 200 menu.

In the management caolg, click and expand the Authoring buttexpand
Management Pack Objects, and then click Marsit
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Figure3: Operations Consoldonitors node

Click the Scope buttomn the Scope MnagemenPack Objects by target(s) dialog
box, in the Look for text box, typ@Vindows Computér . ele@ the Windows
Computer target check box, and then click OK.

Scope Management Pack Dbjects by target(s) [ ]

Select the target you want to use fiom the list below. You can also use the "Look for* field below to fiter dovn to a
specific target or soit the targets by Management Pack.
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Figure4: Scope Management Pack Objects by target(s) dialog box

In the Monitorspane, expand Windows Computer > Entity Health. Rigiack
Security and select (@atea Monitor >Unit Monitor.
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Note: You can select a different target for the new monliased upon your
reqguirements. You can al so make changes to
process, and afterwards.
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Figure5: ScopeCreating a Unit Monitor

In the Create Monitor Wizard, on the Select a Manitype page, expand Log Files >
Text Log >Simple Event DetectiarClick ManualReset, and then cliobn theNext
button
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Figure6: Monitor creation wizard
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Note: You can select a different type of event, such as an Event Reset type, or Timer
Reset. The Manual Reset type is triggemdun an event happens, but the reset is

Note: In the above step,oy can either select a Management Pack from the Select
destination management pack list or create a new unsealed Mana@auie ity
clicking New.If you select to create new Management Pack, give it an appropriate

name

s Olesérved AppliGationServélanagement Pack o r

similar.

On the General Properties page, in the Name box, type a name for the unit monitor
s u ¢ hRemate Aiicess t0 192.168.20@.33 Y o u typaandesaript®nin the

Parent monitor list, click h e
e d 0 andsthers aiidlor tbaN extbutton.
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Figure7: Monitor name and description

mo n i

On the Application Log Data Source page (foe First Generic Log), under Define
the application log data source, in the Description text box, type a path to where the
log files are locatedVhen using ObservelT, you need to type the following path:

C:\Program File§ObservelTNotificationServicd ogFiles1

In the Pattern text box, type a patt string to select log files. In this case éis®go
(without the quotes)f applicable select UTF8

Note: In order to learn how to configure ObservelT to record textual log files please
consult with theproduct documentation.

Click on theNext button.
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Figure8: Log file directory and file name pattefor the first log
On the Build Event Expression padek Insert and theenterthe following:

1 Parameter Namei Par a ms / P@ithaunte fUes)

1 Operator ="Matches Wild¢ards"

1 Value=an expression to be searched for example;*Remote Desktop
Connection,192.168.200.33*"

Click on theNext button.

Figure9: Event expression
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